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How to Choose an ICO/STO/IEO to 
Invest in – Due Diligence 101

The ICO/STO/IEO boom
There’s no doubt that the ICO/STO/IEO market – or 
projects looking to raise money by selling tokens and 
coins - is still booming. New crypto crowdfunding 
projects are created almost every day and enormous 
amounts of capital are being raised with almost 
every campaign. 

This not-so-new method of raising funds has 
attracted a lot of new people to the field of 
cryptocurrencies, with the amount of ICOs launched 
increased from 30 in 2016 to 891 in 2017- an 
increase of nearly 30 times! And the money raised in 
2017 exceeded a staggering $6 billion USD (yes 
billion). 

In comparison, in 2016 ICOs were able to only raise 
a measly $90 million (there was more money raised 
in most of the months in 2017 than in the whole year 
of 2016). 

  Funds raised with ICOs in 2016 vs 2017  (Statistics from https://www.icodata.io/stats/2017) 

Of course, the story does not stop there. In 2018, the number of ICOs exceeded 1000 (vs. 891 in 2017) and 
amount of funds raised through ICOs almost reached $8 billion.
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Scammers
This exponential increase easily indicates the growing popularity of cryptocurrencies and ICOs, but where 
there’s money there are thieves. Aside from motivated business people, looking to realize their dreams, this 
new emerging crowdfunding method has also attracted a lot of scammers.

The cryptocurrency, blockchain and ICO industry is still relatively new and the vast majority has no idea what 
they are, how they work and what’s their purpose. This has made it very easy for malicious people to take 
advantage of the hopeful, but uneducated people. 

Above from not having enough knowledge around the topic, a lot of people have gotten money-hungry 
because of the incredible ROI past ICOs have provided. This makes people invest their hard-earned money 
with doing little to no research beforehand, making them ideal targets to scammers.

(Statistics from https://www.icodata.io/stats/2017) 

More recent data concerning the amount of funds 
raised in 2019 through ICOs is reported by 
Cryptobit.media in an early August 2019 article, in 
particular, “the amount of investments in 
cryptocurrency ICOs amounted to 2.095 billion US 
dollars”. 

A revealing comparison, which confirms the positive 
trend of raising funds through ICOs can be made 
with Blockchain companies that raised funds 
through the traditional financing tools such venture 
capital, which only allowed companies to raise 
1.248 billion USD during the same period of time. 
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Phishing and fake ICOs
One of the ways scammers use with great success is called phishing, which means that they create fake ICO 
websites and campaigns to trick reckless investors to send their funds to the scammers’ wallets. If investors 
are not careful, they can easily fall for these kinds of schemes.

A study done by Ernst and Young on 372 ICOs uncovered that an astounding 10% of the $3.7B these 
campaigns raised was stolen or lost. This accounts to almost $400 million down the drain. While you could 
say that it was a quite good run for the scammers, it most definitely was not the greatest time for the people 
who lost their money.

One of the most popular projects that scammers try 
to take advantage of is the ambitious Telegram ICO. 
While Telegram has only announced their plan of 
launching an ICO, they haven’t actually launched 
their campaign yet, but there have been quite many 
fake Telegram ICO websites and ads hovering 
around. To make sure you don’t send your funds to a 
fake address, always check if the website or the ad 
comes from the real company that’s launching the 
ICO.

Another thing to look out for are ICOs that are scams themselves. There are a lot of cases where someone 
writes a fancy white paper, launches an ICO, gathers a bunch of money and then runs off with it, leaving 
investors with empty hands and with a really unpleasant experience.
To make sure that you won’t lose your money to a scammer or to a greedy person who decided to run off with 
their ICO money, we put together some key points to look for before partaking in an ICO.

What to look for before investing
in ICOs [checklist]:

The Team

While one of the purposes for blockchain technology is to eliminate the need for trust and enable a certain 
level of anonymity, launching an ICO is not a place for that. Why should the team be hiding themselves, what 
are they afraid of, do they have something to hide? Do they want to run off with the money?
 

Is the information about the team public and transparent or is the team anonymous?
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One of the most important things with any project is the team that is responsible for executing the plan. The 
solution isn’t going to create itself, there has to be a capable team behind the effort to make it happen. 

Who are in the team?

You should learn about the team members and see if the team or some of its members have done any 
successful projects in the past. Or if some of the members are accused for being scammers, you should 
definately learn about the source of these statements.

What are their previous experiences and accomplishments?

This ties in with the last point. If the team has former experience in this field, they are more likely to succeed 
and not make stupid mistakes. The team should also cover all of the aspects of running a business. You can’t 
have a successful project if team consists of only programmers or marketers, while no-one is looking after 
finances.

Why and how are they capable of realizing their goals?

All of the team members should be well versed in the role they have been assigned to. If the team only 
consists of incompetent people, then the company will have a rather short lifespan. Analyse the people, their 
position and they are capable of filling that role and completing all of the necessary tasks they might get.

Are the team members competent in their roles in the company?

It’s one thing to write fancy and ensuring words on a website, but it’s completely different when hearing it 
from the original source. You can get the answers to your questions about their project, company and team 
directly and personally.

Contact the team directly
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Does their whitepaper explain everything about their project?

Business plan, whitepaper, roadmap, ICO

The whitepaper is there to provide all of the answers to questions potential investors and supporters might 
have. There should be detailed descriptions about how they are going to create the solution, in-depth analysis 
about their product and its potential customers, it should tell exactly what problem their product solves etc. 
The whitepaper should tell you everything.
 

Have they clearly described how will they create their product/service?

The team should have a solid action plan about how they’ll actually create a product. It’s great if they have a 
vision, but this vision needs to be executed and without a concrete plan, it will be a huge mess and the 
progress will be slow, if they even manage to complete their tasks.

Why is their product/service useful for their customers? What problems will it solve?

The solution has to be useful to their customers, otherwise there’s no point in making a purchase. If the 
product doesn’t solve any issues, then it’s not likely for it to succeed. 

Is there anything like that already out there?

If the project is just a copy of an already existing concept, then it won’t most likely be successful as well, unless 
the original concept is badly executed and the team is able to make it better.

Have they researched the market for their product/service? Are there even 
buyers for this solution?

There has to be a place for the solution. If there are no customers then there won’t be any sales, and if there 
are no sales, the company won’t get any money and it fails.

Do they have a ready prototype? Has it gone through alpha or beta testing?

If the company already has some sort of a prototype, it indicates that the team is actually capable of creating 
what they promised. If the prototype has gone through alpha or beta testing, then it’s even better. This shows 
that they have gotten feedback about their product and can involve the potential customers to the process of 
developing the product. This ensures that the solution they are creating is the solution that the customers 
want and are ready to buy.

What’s their revenue model?

Some ICOs’ revenue model mostly relies on the fundraising campaign, their actual solution is not well 
integrated into their future revenue model. This style is not sustainable as the ICO money runs out sooner or 
later, and if they don’t have any other ways of earning money then it’ll fail. This is sometimes indicated by 
unnecessarily large goals. If the business has a great solution, then it should account for most of their future 
earnings and they shouldn’t rely on their ICO money.
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Why are they doing an ICO?

Is there a reason they are doing an ICO? Some companies launch an ICO just because with the ICO market 
booming it’s an easy way to quickly get large amounts of money. 

Is there a solid use case for their own cryptocurrency or is it just for fund raising? 

There should be a proper use case for their currency after the ICO. If they can’t integrate their coin to their 
project then they shouldn’t issue their token at first place. If the only purpose for the coin is to sell them to 
investors in return for their funding, then the price of the coin drops drastically after the ICO, as there’s no use 
for it anymore. It is smart to stay away from such campaigns.

Do they have the support of any angel investors or VCs? 

Another thing to look for is whether the project is already backed by some angel investors or VCs. The current 
market encourages people to participate in ICOs for the quick profit with not taking into consideration the 
actual solution. But VCs and angel investors rarely do that (if ever), they analyse everything about the 
campaign before committing. The presence of VCs and angel investors shows that there is something to this 
project.

Have you done your research and due diligence? 

There are a lot of people who just invest because someone on the internet suggested it (there are hundreds 
of YouTube videos who all suggest different ICOs and coins to invest in but provide very little reasoning 
behind the suggestion) or it sounds “cool”. There are also a lot of vague and contradictory whitepapers and 
roadmaps out there, some which are just copied and put together from other ICOs. If you want to keep your 
money, you should analyse the project yourself and after understanding it, decide whether it is something you 
want to invest in.

Have they ever had a data breach or been hacked?

This one is very important to ask, especially with IEOs, as this gives insight into their development and 
security.

What are the problems with their 
product/service, business plan?

If you notice any pain points or if some information is 
missing, analyse it and contact the team. They may 
have forgotten to add this information to their 
material or they may have not considered these 
things, indicating that their project is not well 
planned.
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Are the people in the community only praising the project?

If the people who communicate on their channels only seem to promote the project and praise it no matter 
what, it could mean that these people are the workers of this company, bots, or you might have actually found 
an interesting ICO.

Is the team behind the project communicating with the community? Are they 
updating their community about their progress?

A constant communication between the team and the supporters enables the team to update their 
supporters about their progress, talk and explain their project, solve supporters’ problems and through that 
gain valuable feedback.

And finally..

Are you ready to lose all of your investment?

This might sound as a scary thought, but the reality 
is that nothing in this world is certain, even less 
certain when dealing with such new fields like 
crypto and blockchain. There’s always the possibility 
of losing it all, you just need to know how much you 
are ready to lose.

Do they claim to have a lot of supporters, but their communication 
channels are empty?

The numbers claimed on their website might be over-exaggerated or false. 

If it is an approved STO, can you see it in an official portal, like the SECs Edgar?

Do not take anyone’s word for it, check to see if they are an APPROVED STO (In the USA, you can check 
EDGAR as seen here https://www.sec.gov/edgar/searchedgar/companysearch.html). If the company says 
they have filed, this means NOTHING. You need to see if they have been APPROVED by the country 
authorities, they claim they have approval from.
 

Are there people talking about the 
project, asking questions, engaging?

Community

If there are no conversations around the project you 
should think about the reason behind it. Is the project 
just not so popular or there’s actually no reason to be 
excited about the project? 
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Conclusion
It is easy to be attracted by the potential of high ROI and you might even get lucky a couple of times but 
jumping in haphazardly is not a sustainable strategy. 

Use your common sense, do your own due diligence and base your decisions on facts not on hype. If you 
do all of that and don’t get greedy, not taking unnecessary risk then you are less likely to suffer from losing 
your money to scammers or malicious ICO creators.

Investing in IEOs

What are IEOs?
IEOs stands for Initial Exchange Offerings. The IEOs are “token sales that are held by digital asset exchanges”. 
The IEOs come on stage while the ICOs “are starting to move into the background” and STOs haven’t taken 
hold yet. 
The IEOs provide benefits to both investors and IEOs companies. The exchange platform becomes the 
intermediate party that vet each project before listing it, increasing the sense of security surrounding the world 
of crypto investments and allowing the IEOs companies to save marketing costs and listing fees.

Nevertheless, not all IEOs are created equal, as well 
as not all platforms vet the projects according to the 
same criteria. Therefore, investors should always 
conduct their own research before investing, and 
gather as much information as possible about the 
project, through an in-depth analysis of the above 
mentioned factors (the team, the white paper, etc.). 
The tokenomic structure, for instance, could give us a 
lead on the reliability of the project, especially when 
just a small percentage of the total supply of the 
coins is offered to investors, while the vast majority 
stay in the hands of the founder (or CEO or 
developers), definitely a red flag.

But when it comes to IEOs, a further step is needed. Since the IEOs is somehow “guaranteed” by the 
exchange platform, the investor should not only investigate the offering itself, but also the intermediate party 
that is promoting the offering.

Moreover, it’s not unusual that a company will run its IEOs on more than one platform, which means the 
investor has to assess their reliability investigating a number of factors, such as the standards required for an 
IEOs to be listed, the past performance, and so forth. 

It should not be forgotten that exchange platforms earn a listing fee and are entitled to a percentage of the 
tokens sold during the IEO, all factors that could encourage them to be more indulgent about the listing 
required criteria.
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How to participate in an IEO
According to CryptoRank, the top three IEO platforms (out of over 15 exchanges offering IEOs) are Gate.io, 
Binance and Huobi Global, but as IEOs are being compared as a license to print money by the exchanges, 
more and more of them are going into the IEO space.
(listen to http://cryptoandblockchaintalk.com/ieos-good-idea-or-not-67)

Generally, every exchange platform requires the potential investor to sign up to the exchange and complete 
the exchanges KYC/AML process, a mandatory step that allows to ascertain the investors’ identity.
Then, dynamics may differ from a platform to another. Participation in IEOs on Huobi Global, for instance, is 
on a first-come-first-serve basis, while on LaunchPad (Binance) IEOs are allocated on a lottery-based system. 
The same may happen as regards the payments. The accepted digital assets may include popular crypto like 
BTC or ETH but might also be required the use of the exchange’s native digital asset, (as in the case of the 
Huobi Prime platform with the Huobi Token, for instance).

Extra questions to ask yourself before investing in an IEO are the following:

Regardless the offering you are dealing with (ICOs, STOs, IEOs), don’t take unnecessary risks, don’t base your 
choice on the fear of missing out (FOMO), and find out as much as you can on the project (and the exchange) 
before investing your hard-earned money. 
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In terms of the exchange, does it have a good standing in the sector, and does it 
perform KYC and AML protocols? 

Are they known for its superior security practices? 

How long has their exchange been operating?

Have they ever been hacked? 
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